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DETAILED ACTION 

Claims 1-64 and 67 were previously cancelled. Claims 65-66 and 68-84 have 
been examined and are pending. The text of those sections of Title 35, U.S. Code not 
included in this action can be found in a prior Office action. 

Docketing 

Please note that the application has been redocketed to a different examiner. 
Please refer all future communications regarding this application to the examiner of 
record using the information supplied in the final section of the office action. 

Response to Arguments 

Applicant pointed out in argument filed 4/18/2005 that the Pinder reference used 
by the previous examiner for the 103 rejections and the current application are 
commonly assigned to Scientific Atlanta at the time the invention was made. The date 
of the Pinder reference disqualifies it from being used for a rejection by the examiner. 
As such, the current examiner withdraws the previous examiner's rejection. However, 
note new rejections below. 

Claim Objections 

Claim 72 is objected to because of the following informalities: On line 9, the 
claim recites "the a user", the examiner believes the applicant meant to just recite "a 
user". Appropriate correction is required. 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 72-74 and 79-81 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Wasilewski (US 5,420,866). 
Claim 72: 

Wasilewski discloses a method of providing a terminal in a conditional access 
system with service, the method comprising the steps of: 

1 . Providing the terminal with an electronic program guide that associates 
universal service identification numbers to services (col 10, lines 13-28). 

2. Providing the terminal with an entitlement unit table that translates universal 
service identification numbers to entitlement unit numbers (col 12, lines 18- 
26). 

Wasilewski does not explicitly disclose associating services with entitlement unit 
numbers and providing the terminal with an authorized entitlement unit number, wherein 
responsive to a user selecting a given service, the terminal determines whether the 
terminal is authorized to access the given service using the electronic program guide, 
the entitlement unit table, and the authorized entitlement unit number. 

However, Wasilewski discloses decoder specific EMMs (i.e. entitlement unit 
numbers) are inserted into packets for transmission to the decoders/terminal (col 11, 
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lines 43-48). Wasilewski also discloses that EMMs are used to provide decoder specific 
conditional access information to decoders for controlling authorizations to different 
programs (col 14, lines 62-65). Further, Wasilewski discloses a user selecting a 
program or service and checking to see if a transmitted stream contains an EMM 
addressed to a specific decoder which authorizes the decoder to retrieve, decode, and 
output the program selected by the user (col 14, line 58-col 15, line 6). In light of these 
teachings, the limitations of associating services with entitlement unit numbers and 
providing the terminal with an authorized entitlement unit number, wherein responsive to 
a user selecting a given service, the terminal determines whether the terminal is 
authorized to access the given service using the electronic program guide, the 
entitlement unit table, and the authorized entitlement unit number are inherent to 
Wasilewski's method. 
Claim 73: 

Wasilewski further discloses wherein the authorized entitlement unit number is 
provided to the terminal in an entitlement management message (col 14, lines 62-65). 
Claim 74: 

Wasilewski does not explicitly disclose wherein a given entitlement unit number 
is associated with a plurality of services. However, Wasilewski discloses that EMMs are 
used to control access to different programs or tiers of program (col 4, lines 55-66). 
Since the EMMs disclosed by Wasilewski reads on entitlement unit numbers it is 
inherent that the EMMs are associated with a plurality of services since it can also be 
used to control access to tiers of programs — tiers implying multiple programming 



Application/Control Number: 09/475,696 Page 5 

Art Unit: 2135 

services on each tier (i.e. Basic cable, Basic with HBO, Basic with HBO and HB02, 
ect). 

Claim 79: 

Wasilewski discloses a method of providing a service to a terminal in a 
conditional access system, the method implemented at the terminal and comprising the 
steps of: 

1 . Receiving an electronic program guide that associates universal service 
identification numbers to services (col 10, lines 13-28). 

2. Receiving an entitlement unit table that translates universal service identification 
numbers to entitlement unit numbers (col 12, lines 18-26). 

3. Receiving an authorized entitlement unit number (col 14, lines 58-61). 

Wasilewski does not explicitly disclose receiving user input for a given service 
and determining whether the terminal is authorized to access the given service using 
the electronic program guide, the entitlement unit table, and the authorized entitlement 
unit number. 

However, Wasilewski discloses decoder specific EMMs (i.e. entitlement unit 
numbers) are inserted into packets for transmission to the decoders/terminal (col 11, 
lines 43-48). Wasilewski also discloses that EMMs are used to provide decoder specific 
conditional access information to decoders for controlling authorizations to different 
programs (col 14, lines 62-65). Further, Wasilewski discloses a user selecting a 
program or service and checking to see if a transmitted stream contains an EMM 
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addressed to a specific decoder which authorizes the decoder to retrieve, decode, and 
output the program selected by the user (col 14, line 58-col 15, line 6). In light of these 
teachings, the limitations of receiving user input for a given service and determining 
whether the terminal is authorized to access the given service using the electronic 
program guide, the entitlement unit table, and the authorized entitlement unit number 
are inherent to Wasilewski's method. 
Claim 80: 

Wasilewski further discloses wherein the authorized entitlement unit number is 
provided to the terminal in an entitlement management message (col 14, lines 62-65). 
Claim 81: 

Wasilewski does not explicitly disclose storing the authorized entitlement unit 
number in a memory. However, if this number was not stored in a memory somewhere, 
then the terminal/decoder disclosed by Wasilewski would have nothing to use for 
comparison to determine if the terminal/decoder is authorized for that service. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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Claims 65-66 and 68-71 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Bestler et al (US 5,231,664) in view of Wasilewski (US 5,420,866). 
Claim 65: 

Bestler discloses a method of providing a first service in a conditional access 
system (col 5, lines 64-68), the method implemented in a terminal (Fig 1, item 40) and 
comprising the steps of: 

1 . Receiving a stream of packets, the stream of packets including packets 
comprising the first service (col 5, lines 45-54 and col 7, lines 50-52). 

2. Determining a first entitlement unit number for the first service (col 5, lines 60-68 
and col 8, lines 23-28). 

3. Determining whether the terminal is authorized to access the first service based 
upon the first entitlement unit number and authorized entitlement unit number 
that is stored in the memory of the terminal (col 8, lines 23-36). 

4. Responsive to determining the terminal is not authorized, displaying a second 
service that is different from the first service (col 8, line 60-col 9, line 4). 

Bestler does not explicitly disclose the stream of packets comprising also 
entitlement control messages (ECMs) for the first service. However, Wasilewski 
discloses that it was known at the time the applicant's invention was made for streams 
of packets to also comprise ECMs for a service (col 4, lines 7-12). 

In light of Wasilewski's teachings, it would have been obvious to one of ordinary 
skill in the art at the time the applicant's invention was made to modify Bestler's method 
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according to the limitations recited in claim 65. One of ordinary skill would have been 
motivated to incorporate Wasilewski's teachings as it would have allowed for a 
conditional access system which could decode MPEG-2 packets and Wasilewski 
discloses that the MPEG-2 Systems Committee decided that encryption related 
information would be transmitted to decoders in the form of ECMs (col 4, lines 7-12). 
Claim 66: 

Bestler does not disclose wherein responsive to determining the terminal is 
authorize to access the first service further including the steps of: 

1 . Parsing ECMs for the first service from the stream of packets, wherein each ECM 
includes a second entitlement unit number that is carried in the payload of the 
ECM. 

2. Confirming that the terminal is authorized to access the first service based upon 
the second entitlement unit number and the authorized entitlement unit number. 

3. Responsive to confirming that the terminal is authorized further include the steps 
of: 

a. Recovering control words from the received ECMs. 

b. Decrypting the service using the recovered control words. 

c. Displaying the first service. 

However, Wasilewski discloses wherein responsive to determining the terminal is 
authorize to access the first service further including parsing ECMs for the first service 
from the stream of packets (col 4, lines 44-50 and col 5, lines 58-62). Wasilewski does 



Application/Control Number: 09/475,696 Page 9 

Art Unit: 2135 

not disclose wherein each ECM includes a second entitlement unit number that is 
carried in the payload of the ECM. However, Wasilewski discloses Entitlement 
Management Messages (EMMs) and that there could be multiple EMMs in a service 
stream (Fig 3B). EMMs contain an identifier which reads on an entitlement unit number 
as these identifiers are used to identify which decoders are entitled/authorized to 
receive and decode a particular service. The examiner asserts that the applicant's 
choice of packaging entitlement unit numbers in the ECM packets instead of a separate 
EMM packet is an arbitrary choice and does not patenfably differentiate from 
Wasilewski's choice of sending entitlement unit numbers in EMMs instead. The 
examiner also notes that Wasilewski discloses that the MPEG-2 Systems standard does 
not specify the format of an ECM (col 9, lines 54-56), therefore it would have been just 
as obvious to include entitlement unit numbers (including a second entitlement unit 
number) in the payload of the ECM instead of in EMMs. 

Further, Wasilewski discloses that control words are used to encrypt and decrypt 
transmitted streams (col 3, lines 46-55). Wasilewski discloses that the MPEG-2 
Systems Committee decided that encryption related information, i.e. control words, are 
carried in ECMs (col 4, lines 7-12). Wasilewski also discloses displaying the service 
(col 15, lines 6-14). In light of Wasilewski's teachings, it would have been obvious to 
one of ordinary skill in the art to further modify the combination method of Bestler and 
Wasilewski according to the limitations recited in claim 66. One of ordinary skill would 
have been motivated to do so for the same reasons given in claim 65. 
Claim 68: 
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Bestler further discloses wherein the second service is a predetermined service 
(col 8, line 60-col 9, line 4). 
Claim 69: 

Bestler further discloses wherein the predetermined service is a barker service 
(col 8, line 60-col 9, line 4). 
Claim 70: 

Bestler further discloses wherein the second service is a message (col 9, lines 
18-22). 
Claim 71: 

Bestler further discloses wherein the message instructs the user to select 
another service (col 9, lines 53-60). 

Claims 75 and 76 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wasilewski (US 5,420,866) in view of Chaney (US 6,035,037). 
Claim 75: 

Wasilewski discloses wherein the terminal is authorized for a first group of 
services, the first group of services having a first entitlement unit number (col 14, Iine62- 
col 15, line 6). Wasilewski does not disclose further including the step of providing the 
terminal with a second authorized entitlement unit number, wherein the second 
authorized entitlement unit number is associated with a second group of services. 
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However, Chaney discloses EMMs being stored in smart cards (col 1, lines 49- 
60). Each EMM stored in the smart card entitles the owner of the smart card access to 
a service with an EMM that matches the one stored in the smart card. Further, Chaney 
discloses that at the time the applicant's invention was made, decoders/terminals with 
multiple smart cards were known, each smart card dedicated to a specific broadcaster 
(col 2, lines 60-67). This means that each smart card has a different EMM stored in it. 

In light of these teachings by Chaney, it would have been obvious to one of 
ordinary skill in the art at the time the applicant's invention was made to modify 
Wasilewski's method according to the limitations recited in claim 75. One of ordinary 
skill would have been motivated to do so as Chaney discloses that his teachings would 
allow for simultaneous processing for multiple pay TV sources for purposes such as 
picture-in-picture or picture-outside-picture (col 2, lines 52-55). Note that different pay 
sources often have different EMMs. 
Claim 76: 

Wasilewski does not disclose wherein the given service is associated with both 
the first authorized entitlement unit number and the second authorized entitlement unit 
number. However, as mentioned in claim 75, terminals/decoders with multiple smart 
cards are known (col 1, lines 49-60). Such decoders are necessary to process multiple 
pay TV sources (col 2, lines 60-67), which allows for picture-in-picture (PIP) or picture- 
outside-picture (POP). The examiner asserts that the PIP and POP which results is a 
service which is associated with the first authorized entitlement unit number and the 
second authorized entitlement unit number. Therefore, it would have been obvious to 
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one of ordinary skill in the art at the time the applicant's invention was made to further 
modify Wasilewski and Chaney's combination method according to the limitation recited 
in claim 76. One of ordinary skill would have been motivated to do so for the same 
reasons given in claim 75. 

Claims 77-78 and 82-84 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wasilewski (US 5,420,866). 
Claim 77: 

Wasilewski discloses further including the steps of providing the services in a 
stream of packets; multiplexing entitlement control messages for a given service into the 
stream of packets (Fig 3B). 

Wasilewski does not disclose wherein each entitlement control message include 
a second entitlement unit number, wherein the terminal confirms that the terminal is 
authorized to access the given service using the second entitlement unit number and 
the authorized entitlement unit number. However, Wasilewski discloses that the MPEG- 
2 Systems standard does not specify the format of an ECM (col 9 t lines 54-56). Note in 
Fig 3B there are multiple EMMs which reads on entitlement unit numbers. The 
examiner asserts that the choice of how to send the entitlement unit numbers to a given 
terminal is an arbitrary choice. It would be obvious to one of ordinary skill to send the 
second entitlement unit number either in an entitlement control message or as a 
separate EMM. As long as the terminal obtains the entitlement unit number, it is able to 
compare the received number with the stored authorized entitlement unit number to see 
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if the terminal is authorized to access the given service. Such a comparison is done by 
Wasilewski (col 14, line 62-col 15 f line 6). Thus, claim 77 does not patentably 
differentiate from Wasilewski's method. 
Claim 78: 

Wasilewski does not disclose wherein the entitlement control messages include a 
plurality of entitlement unit numbers. However, Wasilewski discloses a plurality of 
entitlement unit number, i.e. EMMs (Fig 3B). The choice of how to send the entitlement 
unit numbers is an arbitrary choice and applicant's choice of sending the numbers via 
entitlement control messages is obvious and does not patentably differentiate from 
Wasilewski's method of sending them as individual EMM packets or as an EMM stream. 
Claim 82: 

Wasilewski does not disclose wherein the memory is included in a secure 
microprocessor having input/output terminals, and the secure microprocessor is 
characterized by the memory being unobservable at the input/output terminal. 
However, Chaney discloses the memory is included in a secure microprocessor having 
input/output terminals (Fig 4 and col 6, lines 56-59) and the secure microprocessor is 
characterized by the memory being unobservable at the input/output terminal (col 9, 
lines 1-4). It would have been obvious to one of ordinary skill in the art at the time the 
applicant's invention was made to modify Wasilewski's. method with Chaney's teachings 
according to the limitations recited in claim 82. One of ordinary skill would have been 
motivated to do so as Chaney discloses it would ensure that unauthorized users do not 
access entitlement data (col 9, lines 1-4). 
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Claim 83: 

Wasilewski discloses responsive to determining that the terminal is authorized to 
access the given service, further including the steps of: 

1 . Receiving a stream of packets, the streams of packets including packets 
comprising the given service and entitlement control messages (ECMs) for the 
given service (Fig 6 and col 13, lines 41-43, and col 14, lines 5-9). 

2. Responsive to determining that the terminal is authorized to access the given 
service, further including the steps of: 

a. Parsing ECMs for the given service from the stream of packets (col 14, 
lines 5-9). 

b. Confirming that the terminal is authorized to access the given service 
based up the entitlement unit number and the authorized entitlement unit 
number (col 14, line 58-col 15, line 6). 

c. Responsive to confirming that the terminal is authorized further including 
the steps of: 

i. Recovering control words from the received ECMs (col 9, lines 41- 
47 and col 15, lines 6-14). 

ii. Decrypting the given service using the recovered control words (col 
9, lines 41-47 and col 15, lines 6-14). 

iii. Displaying the given service (col 15, lines 6-14). 
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Wasilewski does not disclose wherein each ECM includes an entitlement unit 
number that is carried in the payload of the ECM. However, Wasilewski discloses 
EMMs which reads on entitlement unit numbers (Fig 3B). The choice of how to send 
the entitlement unit numbers is an arbitrary choice and applicants choice of sending the 
numbers via entitlement control messages is obvious and does not patentably 
differentiate from Wasilewski's method of sending them as individual EMM packets or 
as an EMM stream. 
Claim 84: 

Wasilewski does not disclose the entitlement control message includes a plurality 
of entitlement unit numbers, and the step of confirming that the terminal is authorized to 
access the given service further includes the step of comparing each of the entitlement 
unit numbers with the authorized entitlement unit number until one of the entitlement 
unit numbers matches the authorized entitlement unit number, wherein the terminal is 
authorized to access the given service if there is a match. 

However, Wasilewski discloses a plurality of entitlement unit number, i.e. EMMs 
(Fig 3B). The choice of how to send the entitlement unit numbers is an arbitrary choice 
and applicant's choice of sending the numbers via entitlement control messages is 
obvious and does not patentably differentiate from Wasilewski's method of sending 
them as individual EMM packets or as an EMM stream. Further, given that there are 
multiple entitlement unit numbers in the form of EMMs in Wasilewski's method, it is 
obvious that to confirm that the terminal is authorized to access the given service, each 
of the entitlement unit numbers (i.e. EMMs) must be compared with the authorized 
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entitlement unit number to determine if any of them match. It is also obvious that if 
there is a match that the terminal is authorized to access the given service. Therefore, 
in light of the above disclosure, the limitations as recited in claim 84 does not patentably 
differentiate from Wasilewski's method and teachings. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ponnoreay Pich whose telephone number is 571-272- 
7962. The examiner can normally be reached on 8:00am-4:30pm Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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